
-[':I Davisyvright
•• Tremaine LLP

February 26, 2010

BY ELECTRONIC FILING

Ms. Marlene H. Dortch
Office of the Secretary
Federal Communications Commission
445 12~ Street, SW
Suite TW-A325
Washington, DC 20554

Re: EB Docke. No. 06-36

Dear Ms. Dortch:

Suite 200
1919 Pennsylvania Avenue NW
Washington. DC 20006-3402

James M. Smith
202.913.4286 tel
202.973.4499 fax

Jamesmsmith@dwlcom

On behalf of Lew Wireless, LLC, we are submitting herewith its Annual 47 C.F.R. §
64.2009(e) ePNI Certification for Calendar Year 2009 in the above-referenced proceeding.

Kindly address any questions concerning this submittal to the undersigned counsel.

Sincerely.

DAVIS WRIGHT TREMAINE LLP

d~nllf! ;rc-
Counsel for LeW Wireless, LLC

cc: Best Copy aod Printing, Inc. (via e-mail: FCC@BCPIWEB.COM)

I
SElanle
Shafl\lMi

WashirllJ\oo, D.C. www.dwt.com



t' o.:::.t of my kJlowleJg.I.'. illJ0rmaliull.lIId bcli.::f.

Allilual.J7 CF.R..§ (,4.2009«(") erNI Ccrlifil:all"~Jo,,200~

fB Docket 06·3~

Annual G4.2009(e) CPNI Ccrtiril;ute ti.lr 2010 cove,ring th..: prior calendar year 2009.

Date filed; March I, 20 I0

~ame of company covered by this cenificate; LCW Wireless. LLC

Form 499 Filer ID. 826368

),fmne of signatory: Neil Grubb

Title of signatory: Prc:sident & C.LO.

I. Nl:il Grubb. I.:t:rtify 'Inlt I cUll all oflicC'r vf Lew \Virt:kss, LLC C'CUrTIlnlHy"), amI m.:tiug ~IS an
agent for the Company. that ) have personal knowledge that the Company has established operating
procedures that are adequate to ensure compliance with the Commission's ePN] rules. S'ee 47 C.F.R. §
G4.2009(e) el seq.

The Company provides services undl."r thc Cricl.:er® brand name and has a management services
agreemenls wilh Cricket Communications. Inc. Under the management services agreement. Cricket
provides certain cuslomer service. administrativc, operational and marketing support to the Company
under the Company's oversight and control. These services include operation of call centers that provide
customer eare to the COlllpany's customers and maintenancc and operation of the Crickl,;t® website that
the Company's customers can use 10 obtain OnliJle informal ion about Iheir accounts. As pan 01' the
management services it provides. Cricket establishes and implements CPN) operating procedures that
avvly Iu Wilt the Crid..el t:U1v1uyc-e agems and the Company's cmplo)'t..""eslagcllls wJIV havc access to lhe
ePNI of the Company's customers. Attached to this certification is an accompanying sTatement
explaining how Cricket's procedures cnsurc that il and The Company are in compliance wilh the
requirements (including those mandating the adoption of CPKI procedures. trainjng. n:cordkeeping. and
supervisory review) sci fOl1h in section 64.2001 e( seq. of the Commission's rules.

Th" Comp~my has not taken any actions (i.t.'. proct'.·edings instituted or petitions flIed hy II comp:lllY

at either state commis:sions. the cotlrt system. or at the Commission against data brokers) (lgainst dala
brokers in Ihe past year. The Company also has no knowledge or cxperience regarding the sj>cclfic
procc",ses pretcxtcrs are llsing 10 attempt 10 access CPN I. The steps that the Company is taking to protect
ePNJ arc described in the auached statemenl thai summariZC$lhe Compnny's internal procedures for
complianc~ with the Commission' s CPNI rules.

Thc Company has not received any customer complaints In The paST year conccrning Ihe
unauthoriL.cd release ofCPi':I.

The company represents and warranls that the above certilication is cO!l:sistent with 47. C.F.R.
§ 1.17 which requires trulhlill and accurate statements to the Commission. The curnpany alsn
<1cknowledges that false statements and misrepr~sl::ntations to the Commissjon are punishable under
'ritlc- 18 of the U.S. Code and may sutJj~t il to enJorcemenl aclion.

This r.::el1ificat;< js made t

d' ~/---
Signed'__~,~~"'-C-"'~~~==-_

AllachllH:I1I: Accompanying Slatl,:mcnt I:xplaining CPKr Procedures



Customer Proprict:u"\' I\"eh\ork Information (CPf\';T'')

PnH.'("dure-s Statement

Cricket Communications, Inc, ("Cricker' or "Company'"), by this st:l.fc:mcnt, explains thc intern:\l
procedures or the Company to ensure that il ilO in compliance with the Federal Communications

Commission's ("'Commission's") CP;..JI rules.

I. ePN] :\larkcting Uses

• The Cornp.'lny uses. discloses. and pemlits access 10 ePNI for the purpose of providing or

marketing service offerings among the calegoryfics of service to which the CUSlomer already
pUfchases from the Company, without t;lIslumt:r approval. The Company does not use. Jisclosc or

permit access to CPNI for the purpose of marketing any additional scrvices mus-ide of the

catl~goryfiC's of service to which the customer already purchases from the Comp..my

• The Company does not share the ePN! ora customer with any affiliate Of third port)' for purposes
of marketing any services,

2. ePN] Permitted Uses

• Thc Company pennits the use and disclosure of, and access to ePNL either directly or imlirt:c.tly
througll its agelll. to (a) il1itiat~, render. bill. ;md collect lor its telccomnmnicntions services: and

(h) proleci the rights or prflperty of the ('(\mpany, or to protect users of those sc-rvices and other

service providers from fraudulent, abusi\t'. or unlawful use of. or subscription to. such services,

• The Comptmy permits the use and disr!o,>uTl' of. ond access to ePNI for p"rpoSe: of pro\'iclinZ

customcr premise cl{uipmcnt C·CPE"). illiunnation servit:es, and 10 market S\::f\'it:es formerly
known as adjunct services. such as. but nOl limited 10. speeJ dialing. computer provided direclory

assistance. cllII monitoring. call lradng. call blocking. call return, repeat dialing, call [racking. call
waiting. call~r ID, call forwmding and ..:cnain Centrex like features.

3, <":PNI Prolections

• The Company does not provide custOJUl:rs ilCC~SS to Call Detail Records (,'CDRs") on-line (via the
imcrnet) or over-the-phone (via its cillI centers). A customer may only obtain CDR infommti{1O
by visiting a corporate·opc:ratl:d retail lo(;ution and completing a CDR Request Form. which mu~t

ue Ilu[miLed allJ pn:::i(;l\leJ \\llh a v~JiJ ph,.JIo iJclllifil;<.tllull. All CDR RClILlCSI" fUTlll::> "I/o,:

approved ,lilt! proces<;ed hy Clllllpany managt::menl. CDRs al~u may he obt~incd by a SUbpOCllil.

search warrant or court order, which arc rc\'icw~d and approved by the Compuny's Suhpocna

Compliance Department

• rhe Company en<tblcs customers to \'ic\\ thClT bills and change certain account mlonnatlon (I.e.•

billing address. allemative cOlllact numbers. elc.) on-lim:. If and wh~n a CUSlomcr W,J,Il[S to crcult::

,Ill on-line account. he or she must log on ttl ww\\.mycrickeu;om and creale an nn-Iine accpunt.



On·jill(;" ar.;r.;uunls an: paSS\\lJrtl pWlt':Ut.:tl. U~illg a pa",s\\ortl that docs lIot rcl~ upun H:"dih

n\'ailahle hi1lrr.lphical infnml"rion or accollnl infofmaTion

• In On.h.:r to aCC~$S non-CDR inlormatiun \'i~1 a Crickell.:<.Ill cent~r. it customer muSt pro\'ilk his/her
f..'riekcttclcphonc number and ccrt<lin addition:)1 account vcrilication infonnettion.

• The Company's policy is to require a customer [0 present a valid photo ID matching the
customer's account information tx-fore iI n1stomcr's CPKI infomlalion is disclosed to that
customer in Company's retail location.

• Anytime- a customer's password is c!"wblishcd or resci. notificntion is sent to the customer's

Cricket phone \'ia text message. !\ Ilotitie<l.lion 31so is sent hJ the cushlmer's Cricket phone via

tt>xt message anytime account inlormatioll (i.e.. aduress or rel.:md. alternative contact numbers.

de.) is changed.

• The Cnmpnny will c1i.<:;c1ose a ells-tomer'<:; ePNI lIpnn affirmmivc wrillcJl rCCjllc.<:;J hy th:lt Clis-IOlllcr

10 any person designated by that customcr. /\11 such requesls for ePNI must be verified and

approved by Crickcl management before disclosing the requested CPNI.

• Within seven (7) days of a reasonable dc{~nnination of a breach (i.e., CP'NJ disclosed (0 a third

pany without customer authorization). the Company will notify the US St:crci Service ("USSS')
;md the Federal l3ureau of Invest.igation t··H~r-) of the breach VIa the central reporting facilIty

www.frc.go\'hh/qllli. After seven (7) uay:; of USSS and FBI notice, if the Company has not

received wriucn direction from the USSS or the FBI. the Company will notify the customer of the

breach. unless the USSS and the FBI htlvc extend the period for such notice. For two (2) years

following USS and FBI notice. the Company \,:ill maintain a record of: (I) discovcred breachcs:

(2) notifications to the USSS and Ihe T'fJl: (3) LiSSS and rOI responses: (4) d:ltes breaches

disco\'ered: (5) dates the Company notified the USSS and the FBI: (6) d~tails ofCPNI brc:lched:

:lnd l7) circumstances of breaches.

4 TI':lining and Rccllretkeeping

• Cricket employC'~s are educated and trained as to the proper protection. uses and treatmenl of

confidential customer information, including CP)JI. Cricket employs appropriate remedies against

Ihose persons vi{\l::ating the l{\mpany·<; inlcrntll ('PNI procedures Remedies mny include. hut nfC

not limited to, financial. legal or disciplinary actions including termination and referrals to law

enforcement when appropriate.

.. TIlt: CUnlJ.MIlY maintain:. a I~cvrcl of :.<,k:. <md rHdrkcling c<lJllpaign:. that uS\: CPi'i1. induJiJlg <-lily

instatH:('s when erNI is disdosed or provided 10 third parli.:::> ur when Ihird parties are alJuwl;':d

access to (·PNI. The record is required to include a dl.:scnpl1on of e:.lf..:h campaign. tbe spc:cllic

CPl\1 that was used in Ihe campaign. ,\hat pnxluct" noli "{'rvices "ere offered :15 pari (\f the

c'lmpaign. Such records are requin..'d (n be ro.:t;1ined for at least one (I) year following the sales

and marketing campaign.

• I h..: t'(lmp:lll~ lllamtams a supcn'isory fC\'lC\\- proces:" regaruing compli:mce wllh the rule~ lor

Otllb0lllld mark~ling si ttlatl ons und mai nlail\:-' rccnrd~~ of l.:OIll pI iance for 0. III inimum of on.: (I) yt:ar



Ii.lliowill!!. 1h.: supcr.:isory n"vie\\. S<:lks ~r~nnd 'In: r':l.Juin:d 10 obwin supervisory appro\alof

,my propo)5t.·d outbound marke-ling rellm"st for n Islom,T :lppn'\:"11


